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1. Scope and Introduction 
The proper retention and archiving of study materials such as raw (or source) data, 
documents, records, standard operating procedures, and other information 
(hereafter collectively referred to as “records”) are critical to ensuring compliance 
with Good Laboratory Practice (GLP), Good Clinical Practice (GCP), Good 
Manufacturing Practice (GMP), and Good Distribution Practice (GDP), Good 
Pharmacovigilance Practice (GPvP), Good Document Practice (GDocP) and data 
integrity requirements. 

These records provide the means by which a study, trial, project, activity, or process 
can be reconstructed and the information and results generated can be verified. 

The guidance and principles contained within this document are equally relevant 
and applicable to other business-critical records that need to be retained and 
archived to comply with legislation, regulatory, tax, financial, intellectual property, 
commercial, historical, and other reasons e.g. personnel records. 

There is little, if any, difference in the principles associated with the operation of an 
archive or the archiving process for paper and electronic records except that the 
variety and complexity of electronic records require some additional considerations 
(e.g. more active management) to preserve their accessibility, readability, and (if 
required) usability. The purpose of this document is to identify and discuss these 
considerations and to provide guidance on how best to resolve these challenges.  
 
In order to successfully 
archive electronic records, it 
is necessary to understand 
the impact of obsolescence 
on their integrity, availability, 
readability, and usability. 
Unlike paper records, 
electronic records rely on 
software, hardware, and 
operating systems to be read, 
meaning that these 
dependencies need to be 
addressed. It is therefore 
recommended that Archivists 
partner with IT colleagues to determine the longevity of electronic records and 
assist with migration / conversion where required.  
 
This guidance is focussed primarily on an Archivist’s perspective, concentrating on 
regulatory requirements and expectations specific to their role, responsibilities, and 
challenges in the retention of electronic records. 
 
This guide aims to highlight the principles, concepts, and good practices associated 
with electronic archiving including examination of: 
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 the challenges of electronic archiving, especially in relation to “digital 
continuity” and “data integrity”; and  

 digital preservation prerequisites and requirements 
 

This guide does not: 
 cover every technical requirement for successful electronic archiving;  
 provide in-depth analysis of every aspect associated with the selection; 

implementation, and management of an electronic archive; or 
 intend to create a policy, process, or procedure for electronic archiving. 

2. Definition of Terms  
Archive: The facility and supporting resources necessary for the secure retention, 
maintenance and retrieval of materials gathered by an organisation to preserve the 
corporate memory. 

Archivist: An individual designated by management to be responsible for the 
archive, i.e. for the operations and procedures for archiving. 

Conversion: The transfer of an electronic record from its original to a different 
format or from one preservation format to a new preservation format e.g. from 
MSWord to PDF or from PDF to PDF/A. 

Data integrity: The degree to which records are complete, consistent, accurate, 
trustworthy, reliable and to which these characteristics are maintained throughout 
their life cycle. Records should be collected and maintained in a secure manner, so 
that they are attributable, legible, contemporaneously recorded, original (or a true 
copy) and accurate. 

Digital Continuity: The ability to maintain the digital information in such a way that 
the information will continue to be available, as needed, despite changes in digital 
technology. 

Digital Preservation: A series of managed activities applied to electronic records to 
ensure long-term accessibility, readability, and (if required) usability. The aim of 
preservation is to protect records from deterioration resulting from format, 
software, hardware, and operating system obsolescence. 

Digital Preservation System: See “Electronic Archive”. 

Electronic archive: The designated repository (see Archive above) in which 
electronic records are retained for the long-term. 

Digital Preservation System: An electronic archive application designed 
specifically to actively and continuously preserve the integrity of records in native 
and preservation format for the long-term. 
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Electronic Document and Records Management System (EDRMS): A 
computerised system designed to create and manage electronic documents and 
records throughout the entirety of their lifecycle. 

Electronic record (e-Record): A Record in electronic form that requires a 
computerised system to access or process. 

Information Technology (IT) staff: Designated personnel with responsibility for 
maintaining and supporting computer systems and for providing technical support 
to users of those systems. 

Ingestion: The process by which electronic records are transferred and received 
into an electronic archive. 
 
Metadata: Data that describe the attributes of records and provide context and 
meaning. Typically, these are data that describe the structure, data elements, inter-
relationships, and other characteristics of records (see reference: MHRA GXP Data 
Integrity Guidance and Definitions).   
 

NB For the purpose of this document the term metadata refers to the non-
modifiable system-generated metadata that are auto-captured as an integral 
component of the record upon its creation or during subsequent processing (e.g. 
data, time, audit trail). Metadata applied for the purposes of preservation, search, 
and retrieval (e.g. classification, destruction date) are referred to as Preservation 
Description Information (PDI). 

Migration: The transfer of electronic records from one technology application to 
another, without changing their format. 

Obsolescence: The process by which electronic information is rendered unavailable, 
inaccessible or unreadable, because the format, software, hardware, or operating 
system on which it is dependant is no longer available. 

Preservation Description Information (PDI): A term from OAIS (See ISO14721 in 
the references section) to define the Metadata in an electronic archive inventory to 
describe and aid retrieval of archived records.  

Records: A collective term given to all data, documents, files, and other information 
(irrespective of format) that need to be retained for regulatory, legal, commercial, 
historical, or other purposes. 

Removable Storage Media. Any portable electronic device that is capable of 
storing and reproducing digital content. Examples include  

 Optical Discs (Blu-ray Discs, DVDs, CDs); 
 Memory Cards (Compact Flash Card, Secure Digital Card); or 
 USB Drives (External Hard Disk Drive, Flash Drive). 
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Storage media: The different physical materials on which records may be stored. 
Examples of electronic media include CDs, DVDs, magnetic disc, magnetic tape, 
optical devices, hard drives, and solid-state drives. 

3. Regulatory Perspective 
Pharmaceutical regulations and guidelines define requirements for the long-term 
retention of relevant records (of any type) and suitable facilities for storage and 
preservation. Some examples are: 

i OECD Principles of Good Laboratory Practice 

 States that test Facility Management is responsible for the long-term 
protection and retention of study and facility records, including the provision 
of suitable archive facilities for the storage and protection of records and the 
appointment of an Archivist to manage the operation of the archive facility. 

ii OECD GLP Monograph No. 15 

 Provides guidance on the operation of a GLP archive and the role of the 
Archivist. 

iii ICH Guideline for Good Clinical Practice E6(R2) Section 5.5 

 States that the retention of “essential documents” is required through the 
maintenance of the Trial Master File and Investigator Site Files. 

iv Clinical Trials Directive 2001/20/EC 

 Provides guidance for the Trial Master File and archiving but includes no 
requirements. 

v Clinical Trials Directive 2003/63/EC 

 Defines retention periods for documents that could be interpreted as being 
trial related. 

vi Clinical Trials Directive 2005/28/EC (Ch 4) 

 States the minimum expected retention times for Trial Master Files and 
Investigator Site Files, that documents must be archived in a way that ensures 
that they are readily available, and requires the appointment of individuals 
who are responsible for archives. 
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vii CHMP Guideline 185401 

 Includes record-keeping requirements related to Investigational Medicinal 
Products. 

viii EU Regulation 536/2014, Article 58 

 [Expected to replace the existing Clinical Trials Directives in 2020]. 
States the minimum expected retention times for  Trial Master Files and  
Investigator Site Files, that documents must be archived in a way that ensures 
that they are readily available, and requires the appointment of individuals 
who are responsible for archives. The required archiving period has been 
simplified compared with 2005/28/EC. 

ix FDA: 21 CFR Part 312, section 312.57 

 States the record-keeping and record retention requirements related to 
Investigational New Drugs. 

x UK Clinical Trial Regulation (SI 2006 No1928) 

 Defines the responsibilities for a sponsor to keep and archive trial master files 
for clinical trials. 

xi Eudralex Volume 4, Chapter 4, Section 4.1 

 States that secure controls must be in place to ensure the integrity of the 
record throughout the retention period and that any computer systems used 
should be validated where appropriate 

xii EU Regulation 520/2012, Article 12 

 Requires a record management system to be in place for all documents used 
for pharmacovigilance activities that ensures the retrievability of those 
documents, including those in the electronic pharmacovigilance system 
master file. 

xviii ISO 15489-1: 2016 

 Applies to the creation, capture, and management of records regardless of 
structure or form, in all types of business and technological environments, 
over time. 

One common principle in the regulations is that in order for records to be 
considered archived they should come under the control of an appointed Archivist 
(or “named individual responsible for the archive”). 
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3.1 Application of Regulations to Archiving of Electronic Records 

The rise in the use of electronic records has brought with it the need to archive 
them too. Regulatory authorities have refined the regulations and issued some 
guidelines specifically around the management and archiving of electronic records. 
Some examples are: 

i OECD GLP Monograph No. 15 

 This earlier guidance, referred to above, has a short chapter discussing the 
principles of archiving electronic records.   

ii OECD GLP Monograph No. 17 

 Focusses on aspects of the use of electronic systems. Section 3.11 covers the 
archiving of electronic records and states that any GLP-relevant data may be 
archived electronically. 

iii EMA/INS/GCP/856758/2018 Section 4.1.2 

 Sets out requirements for the e-TMF, including an assessment of the suitability of 
an e-TMF for archiving purposes. 

iv FDA: 21 CFR part 11 

 Focusses on the generation and use of electronic records required under US Food 
and Drug Administration regulations and the maintenance of the authenticity and 
validity of those records, and electronic signatures. The requirements remain valid 
despite the changes in technology since its first publication. 

v ACDM Computer Systems Validation Guide 

 Suggests approaches by which validation might be achieved. Provides guidance on 
the tools necessary to achieve validation, such as risk management and 
requirements analysis. Describes how to incorporate validation within the culture of 
an organisation via a high-level strategy, SOPs, and clearly identified accountability. 

vi FDA Guidance for Part 11, Chapter 5 - Record Retention 

 Adds little to 21 CFR part 11 (above), but makes reference to predicate rule 
requirements, i.e. the same standards of security, access control, and preservation 
apply to electronic records and paper records. 

vii Eudralex Volume 4, Annex 11 

 Includes a section on archiving that requires data to be checked for accessibility, 
readability, integrity, and future retrievability. 



Health Sciences Records and Archives Association 

Page 10 

viii ISPE GAMP Good Practice Guide: Electronic Data Archiving 

 Provides a rational and scalable approach to electronic archiving through the 
development of an archiving strategy that should help organisations more 
effectively manage electronic records over the long term in compliance with US 21 
CFR part 11 and EU GMP Annex 11 requirements. 

ix PIC/S PI 041-1   

 Designed to facilitate a harmonised approach to data integrity elements of routine 
GMP inspection and used by Regulatory Inspectors to determine the level of 
compliance with GMP. Section 9.7 has a list of expectations for the archiving of 
electronic records. 

A number of common principles emerge from these regulations and 
guidelines. These principles are discussed in more detail later in this 
document but in brief include the need to: 

 consistently apply the principles of archiving to electronic and non-
electronic data, e.g. access control, indexing, and expedient retrieval; 

 ensure that electronic data remain accessible, readable, and retrievable 
throughout the archiving period; 

 ensure that electronic data maintain their integrity throughout the 
archiving period; 

 consider archiving electronic data in an open format that is 
independent of any proprietary format e.g. from an instrument 
manufacturer; 

 validate the electronic archiving procedure; 
 ensure that electronic archiving procedures are implemented and 

safeguard the long-term integrity of the data; 
 ensure that metadata (including electronic signatures and audit trails) 

are also retained and that their integrity and their association to each 
other are also maintained (the regulations applicable to electronic 
records also apply to metadata); and 

 when considering the delegation of specific tasks, bear in mind that the 
Archivist is responsible only for procedural aspects related to the 
safekeeping and integrity of records. (Responsibility for the accuracy, 
validity, and completeness of records lies with study personnel or the 
responsible business unit. Responsibility for technical aspects of the 
electronic archive lie with Information Technology personnel). 



Guide to Archiving Electronic Records 

Page 11 

Where there is no specific regulatory guidance for the management of 
electronic archives, regulatory agencies expect that a risk assessment is 
undertaken using the existing guidelines for reference. 

4. Roles and Responsibilities 
4.1 The Archivist 

The term “Archivist” is used to identify the individual responsible for the 
operation of the archive and the management of archived records. The role 
and responsibilities of the Archivist apply equally to electronic as well as 
physical records.  

The Archivist is responsible for ensuring that: 

 records received correspond with the information provided by the 
depositor in transmittal (chain of custody) documentation. There should 
be a documented acceptance of the records into the archive by archive 
staff; 

 an archive index/log is maintained to record all records deposited in 
the archive, and to track and enable retrieval of records from the 
archive; 

 access to archived records is restricted by appropriate access controls, 
throughout the entire archiving period (this includes making suitable 
access arrangements for inspectors during an inspection);  

 the movement of archived records is properly controlled and 
documented; 

 archived records are properly preserved; 
 archived records are protected from unauthorised modifications; 
 policies and standard operating procedures (SOPs) for the creation and 

capturing of records are established. The Archivist has a unique 
perspective on the complete lifecycle of the record (including its 
preservation) and should therefore be involved in decisions about 
permitted file formats; and 

 (where necessary) contracts are established to define electronic archive 
processes, the manner in which the electronic archive operates, and the 
means by which records are managed. Any combination of these 
responsibilities may be delegated by the Archivist to a suitably qualified 
deputy. 
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The ingestion of records into some electronic archive systems can be 
automated. However, the principles defined above still apply. Regardless of 
any automation employed, once the records are ingested into the archive, 
responsibility for the records transfers from the depositor to the Archivist 
and access controls to the records must be applied.  

In larger organisations, there may be a need for several archives and multiple 
archive staff to effectively undertake archiving activities and to manage the 
archive. In such cases there must be a clearly designated person responsible 
for each archive. 

The Archivist and archive staff should be appropriately qualified by 
education, training, or experience in the operation of an electronic archive. 
Evidence of their qualification should be documented and retained. Job 
descriptions should be established to define the roles and responsibilities of 
each member of staff responsible for the archive. 

Individuals responsible for the archives should be employed either within the 
organisation or within a third party contracted by the organisation. It remains 
the organisation’s responsibility to provide the controls necessary to ensure 
that throughout the entirety of their required retention period, records are 
protected, controlled, and managed in a manner that maintains their 
integrity, accessibility, readability, and (where necessary) usability.  

4.2 Management  

Management is responsible for ensuring the provision of  

 appropriate facilities in which to archive records (whether physical or 
electronic); and  

 supporting records and processes (e.g. staff training records, 
equipment maintenance records, audit records, policies, and SOPs). 

It is ultimately the responsibility of Management to ensure the suitability of 

 the archive facility e.g. geographical location, building, security, and 
access;  

 the archive equipment e.g. computing infrastructure, data servers, 
control systems, network access, and backups; 

 environmental controls e.g. temperature, humidity, and pest control; 
 personnel e.g. qualification and training; 
 quality management controls e.g. policies and procedures; 
 issue monitoring and handling e.g. escalation processes; and 
 risk management plans e.g. business continuity and disaster recovery. 
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and that the archive system 

 employs validated processes from ingestion to destruction to ensure 
the preservation of record integrity, accessibility, and readability; 

 ensures the ready availability of records throughout the duration of the 
required record retention period; 

 uses appropriate metadata to govern 
o access permissions and restrictions, 
o classification and retention criteria; and 

 complies with all regulatory requirements for electronic records storage 
(see section 3). 

If archiving activities are outsourced, ultimate responsibility nevertheless lies 
with Management which must ensure that the archive complies with all 
applicable regulations. 

On completion of a GLP study, the Study Director is responsible for 
confirming the archive location in the final report. 

4.3 Information Technology Staff: 

The technology in an electronic archive will normally require the delegation 
of some responsibilities to IT staff, such as: 

 maintaining and supporting [archiving] technologies e.g. computer 
software, hardware, operating systems, and infrastructure; 

 implementing and overseeing back-ups of archived records and 
systems; 

 providing technical support to Business Managers and end-users; and 
 undertaking technical aspects of validation in relation to the [archiving] 

technology. 

IT Staff can also advise on preservation risk and strategy by virtue of their 
knowledge and experience. 

All activities and processes carried out by IT staff should be appropriately 
documented in SOPs. IT staff must follow procedures agreed with the 
Archivist and/or Management and (where applicable) receive appropriate 
awareness training in the relevant regulatory requirements. All relevant 
training should also be documented. 

Where an electronic archive process or technology is contracted to a third 
party, the Archivist still remains responsible for the processes to ensure the 
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integrity and security of the data. The delegation of responsibilities must be 
documented. 

5. Options for Archiving Electronic Records 

The best time to consider archiving options for electronic records is at the 
point of selecting or implementing the electronic system that will generate 
them. This provides the best opportunity to establish the tool(s) and the 
associated process(es) necessary to ensure that records are archived as 
effectively and efficiently as possible. 

5.1 Options for Electronic Archiving 

There are essentially two options for archiving electronic records. 

5.1.1 Virtual archive in the Original System 

It is possible to use settings in a system to differentiate between live and  

archived records. The archived records do not need to be physically 
separated: they may be logically separated through the use of metadata. 

However, in order to meet the requirements for an electronic archive, access 
and control must be restricted to a designated archivist and be read-only. 

This approach is useful for situations in which:  

 the records need to remain available in the system for business 
purposes; 

 it would be too difficult or costly to remove records from the system 
and maintain their integrity.  

This approach is suitable only while the system is operational. There are 
challenges to this approach in that (among others)  

 archiving in the original system may perpetuate access rights 
formulated to facilitate the processes of record creation rather than 
enable access based on record content and usage requirements: once 
the records creation process is finalised, other groups may require 
access the data; 

 the original system may not be designed for holding immutable and 
protected records; and 
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 it may not be possible to enforce the level of control that can be 
achieved in a dedicated archive system. 

When the system comes to the end of its life, records in the system will need 
to be archived using another approach that not only ensures immutability, 
protection, and active preservation of the records, but also improves access 
to a wider community based on record content. 

Although it presents challenges of synchronisation, it is also possible to have 
a hybrid of both approaches in which the original data remain in the system 
and a copy is also made and archived.  The benefit of this approach is that it 
is then possible to compare the versions in the future to see whether there is 
any difference between them.  

5.1.2 Electronic Archive Systems 

Typically, electronic archive systems offer functionality to (among others): 

 actively and continuously preserve the integrity of records; 
 ensure the retention of multiple copies of records e.g. in native and 

preservation format; 
 provide sufficient metadata for discovery and active preservation; and 
 maintain and enforce appropriate access controls. 

There are a variety of systems and it is not unusual for an organisation to use 
more than one electronic archive system dependant on the type of records 
being archived.  

Electronic archive system case study 

This case study illustrates some of the events that occur in the life of an electronic 
archive system along with decisions taken and the reasons for them.  
 
The original electronic archive was established in the 1990s and comprised: 

 a server running the software application; 
 a database storing the system data and PDI; 
 third party software to provide the ability to carry out full-text searches; 
 an attached storage device – an optical disk “juke-box” storage system.  

 
After twenty years’ service the jukebox storage device was replaced with a RAID 
disk array, as the system lacked sufficient storage capacity and was becoming 
obsolete and therefore difficult to maintain.  
 
After a further 5 years, when the system had grown to 28 million records 
(approximately 3TB of storage), the vendor announced the end of support for the 
software version then being used. The third party full-text search software had 
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also been discontinued. The storage device had again become out of date and 
required upgrading. Action would be required to avoid the risk of the system 
becoming obsolete and losing access to critical records.  
 
The decision was taken to implement a major upgrade of the system. It was also 
decided to keep the system entirely hosted on site, despite the growing trend to 
move storage to cloud providers, because of the particular sensitivity of the 
records.  
 
The upgrade project was divided into two phases: 1) Migration of the database, 
PDI and full-text search indexes to the latest software version, 2) Migration of the 
storage. 
 
The first phase took a year to complete. Following its completion, the system is up 
to date and benefits from software enhancements and an improved user interface. 
Completion of the second phase will ensure records are stored in a modern well-
supported environment and simplify the system technically. 
 
An additional benefit is that the system is now adopted by the IT department and 
the decision has been made to deploy the system more widely within the 
organisation. 
 
This case study illustrates that: 

 changes to an electronic archive system are inevitable; 
 these changes are manageable; and 
 it is possible to ensure access to properly archived critical records over a 

long period of time. 

5.2 Cloud versus On-Premise 

Cloud-based systems are increasingly popular, and several established cloud-based 
electronic archives and digital preservation systems are available with services 
ranging from simple low-cost storage to various value-added services.  

The degree to which these IT services are pooled can vary considerably from a 
“public cloud”, where all infrastructure is shared between all customers, to a “private 
cloud”, where elements of the service, such as the database, software, and servers 
(in any combination) are dedicated to just one customer.  

A well-managed cloud service offers advantages in the same way that a commercial 
offsite archive does for physical records. The electronic archive vendor takes 
responsibility for  

 providing and maintaining the technology; 
 delivering technological support;  
 ensuring the ongoing safe custody of the records;  
 ensuring the ongoing integrity of the records; and  
 maintaining optimum conditions to preserve records.  
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The customer still remains responsible for the archiving processes and quality control 
e.g. ensuring that the records submitted to the archive are correct, complete, 
appropriately organised, kept up-to-date, accessible to all who require access, and 
are destroyed when no longer required. 

Provided regulations and guidance on subcontracting are followed, the decision on 
whether or not to outsource some or all elements of the electronic archive can be 
made on operational and financial grounds.  

As with any outsourced service, it is important to select the supplier carefully based 
on a comprehensive range of clearly defined user requirements e.g.  

 technological capabilities;  
 compliance with regulatory requisites;  
 service provision;  
 security and data privacy (including the ability to store at differing locations 

based on the risk profile of the records);  
 accessibility; 
 cost; and 
 a thorough risk assessment.  

A useful generic guide to selecting a cloud storage can be found on the Cloud 
Industry Forum website (Ref. Cloud Industry Forum).   

Measures should be established to monitor and to rectify issues regarding service 
provision and quality assurance. Before committing to the contract, it is essential to 
establish in advance the method of transfer for records and their associated 
metadata stored in the electronic archive to ensure their continued accessibility, 
readability, and integrity in the event of system retirement and contract cessation. 
This planning will ensure that records are extracted and returned in a format that is 
acceptable and compliant with applicable standards.  

On the basis that it is often easier to enter into a contract than to exit from one, 
particularly for a contract in which the custody of an organisation’s records are 
entrusted to a third-party, it is essential to ensure that the exit strategy and 
processes are clearly defined and tested prior to implementation.  

5.3 Digital Preservation Systems 

Digital Preservation Systems (DPS) extend electronic archiving by actively 
monitoring the formats of stored records and automatically (if enabled) converting 
records to more sustainable formats according to defined rules. In a regulated 
environment, these transformations need to be validated and it may be prudent to 
retain the original record and any intermediate versions as an audit trail. 
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5.4 Removable Storage Media 

In general, removable storage media should not be used for long-term storage of 
important data and are unsuited to archiving because: 

 the media on these devices are liable to degrade in storage to such extent 
that it can no longer be read (this is known as “bit-rot”). This mostly happens 
silently meaning that the degradation is apparent only on trying to access the 
device or the records stored on it. 

 records on the device are off-line. Although it may be possible to describe the 
records on the device in an inventory, such an inventory may be lacking detail 
because such devices potentially hold thousands of records. Only a search of 
the device will provide sufficient information for retrieval purposes. 

The use of off-line purpose-made data tapes can form part of a valid archiving 
strategy, for instance as an extra disaster recovery copy of data. In order to ensure 
their preservation records stored on such tapes must be subject to regular, 
scheduled migration.  

5.5 Preparation for Archiving 

Ideally electronic records should be stored in a format that will enable them to be 
accessible throughout the duration of their retention period. It is not always 
possible to plan for this because the longevity of any specific format cannot be 
determined in advance: this can be challenging, especially when retention periods 
are lengthy.  

Digital preservation systems therefore typically work on the assumption that 
formats will not be accessible in eternity and will monitor formats throughout the 
duration of the retention period to identify when migrations may be required.  
Therefore, an electronic archive should also have the ability to conduct “technology 
watch” to assess risks of obsolescence and to plan and manage migrations and / or 
conversions within the archive over time as well as at the point of initial ingest.  

5.5.1 Sustainable File Formats 

Sustainable formats are those which are: 

 well documented – through open standards or published specifications; 
 widely adopted; and 
 unencumbered by commercial licensing terms, patents or other restrictions on 

their use. 

Records in these formats are likely to be supported by multiple vendors.  See the US 
Library of Congress website [Ref. Library of Congress: Sustainability of Digital 
Formats] for a good detailed discussion of the factors that make a file format 
sustainable. 
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A sustainable file format will enable the record to be accessed and read long into 
the future. Sustainable formats are those in which the format specification is open 
i.e. the format is not encumbered by commercial licensing terms, patents, or other 
restrictions on its use: records in these formats are supported by multiple vendors. 

The table below and overleaf lists document types and the formats that can be 
considered sustainable for archiving. 

Record Type File Format Comments 

Document PDF and PDF/A A widely-used, open standard document file 
format. PDF/A is a version of PDF designed for 
use in the archiving and long-term 
preservation of electronic documents. It differs 
from PDF by prohibiting features unsuitable 
for long-term archiving, such as font linking 
(as opposed to font embedding) and 
encryption. Both PDF and PDF/A are ISO 
standards. See HSRAA publication “The Role & 
Use of PDF in Record Retention”. 

Data Text files such as 
XML or 
delimited files 
(e.g. CSV or TSV) 

There are a wide range of existing published 
standards for formatting data using text files. 
Others may be used provided they are 
defined.  The benefit of text files is that they 
can be read and worked with using a wide 
variety of computer applications so should be 
safe to store indefinitely.  A copy of, or 
reference to, the format specification should 
be archived along with the records. 

Image JPG (& 
JPEG2000), PNG, 
TIFF, GIF 

There are many published image file formats 
that are widely supported e.g. JPG, PNG, GIF. 
Risk of obsolescence of these commonly used 
image formats is low. JPEG2000 is becoming a 
commonly used standard, however, within the 
digital archiving community, many still regard 
TIFF as the de facto archiving format for 
images. 

Audio MP3, WAV MP3 is a widely-used open standard audio file 
format. Risk of obsolescence of this format is 
low. However, within the audio-visual 
archiving community, WAV is usually 
considered the de facto archiving format for 
audio (Ref. International Association of Sound 
and Audiovisual Archives). 
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Record Type File Format Comments 

Video MP4 or AVI Audio-visual files are containers for audio and 
video components that both need to be in a 
suitable format (see the HSRAA white paper: 
Archiving Audiovisual Files). 

Specialist, proprietary and unusual file formats should be avoided, because there is 
a risk that software for reading them may not be available during the lifetime of the 
archived records. For those who require information on the most appropriate 
preservation approaches to adopt when archiving, there are some helpful resources 
available such as: 

 Digital Preservation Coalition Technology Watch Report on File formats for 
Preservation; 

 National Archive (USA) – Table of acceptable file formats. 

5.5.2 Documents 

The conversion of records to PDF is now commonplace, the benefits being that PDF 
is universally readable, provides some protection from modification, and has a 
robust electronic signature capability. For documents that need to be archived for 
extended periods, it is preferable to use PDF/A format which is specifically designed 
for such purposes (see reference: HSRAA white paper: PDF in Records Retention). 

5.5.3 Data files 

Laboratory systems and clinical monitoring devices most often generate data in 
proprietary formats dependent on associated specialist software applications to be 
accessed and read. Some applications provide the ability to generate summary data 
in PDF and/or export summary or raw data to a structured text format such as CSV 
or XML; these alternative formats may be useful for further analysis and may in turn 
provide an alternative format for archiving. 

5.5.4 Databases  

Databases are complex collections of related / interlinked data tables and other components 
structured to increase performance, usability, retrievability, and output of the data. Due to 
their inherent complexity and dependency on associated software to be accessed, read, and 
understood, it is important to plan carefully for retirement of the system and the archiving of 
the data content to ensure continuing accessibility, context, and readability.  

There are several options available. 

 The vendor will often provide tools to export copies of the database content 
for routine backups and other purposes. 
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 It is possible to migrate databases between platforms; additionally, there are 
platforms that are specifically designed for the read-only consolidation of 
multiple databases onto a single platform. 

 It is possible to export the data and structure of a database into a collection 
of files in open formats that together contain a complete description of the 
database. These files can be analysed directly or used as a package to 
recreate the original database. A good example of a freely-available open 
format specification and associated software designed for archiving 
relational databases in a vendor-neutral form is the Software Independent 
Archiving of Relational Databases. 

The benefits and risks associated with these options for archiving database are 
given in the table below. 

 Use  
Vendor 
Tools 

Migrate to 
New 

Platform 

Extract to 
Open 

Format 

Designed and tested to work with, 
and normally bundled with, the 
database product 

Benefit   

Exports will be a comprehensive 
copy of the database 

Benefit   

Dependence on the vendor for 
future support and licence costs 

Risk Risk  

Reduced support and licence costs 
by minimising variety of applications 
and formats. 

 Benefit Benefit 

Longevity of file format   Benefit 

Accessibility and readability 
maintained 

 Benefit Benefit 

Additional costs associated with 
storage or conversion 

  Risk 

Need to maintain technical 
documents and knowledge for the 
source application in order to 
interpret the records 

  Risk 
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5.5.5 Software and Hardware 

It is sometimes recommended to archive the software along with the data. However, 
this presents difficulties because: 

 software packages and even the components on which they depend have 
many dependencies (e.g. on operating systems, software libraries, drivers, and 
hardware). It is therefore difficult to know exactly what is needed to maintain 
the software and ensure access long into the future once it has been archived. 

 Software packages (and the hardware on which they are dependent) are 
continually subject to upgrade, development, and improvement. As new 
versions arrive, support for older versions naturally falls away in line with 
decreases in the number of users. 

 software packages are inherently complex, often with limited information 
about how they are built. As a consequence, software can be difficult to 
maintain and to repair 

 software companies will often not permit their software to be archived for 
licensing and legal issues (this presents a hurdle for many electronic archives). 
 

Case Study -Preservation of Records on Obsolete Media 

While clearing out a departmental fire-safe used for storing GLP records, a set of 
magneto-optical disks was found containing raw data from GLP telemetry studies. 
The disks were accompanied by 2 disk drives, software disks, cables and interface 
cards to fit into a suitable PC. The records were between 5 and 10 years old.  

The GLP archive did not accept physical media so an attempt was made to read 
the disks to move the records to appropriate storage for archiving. 

The IT department found an old PC that had a suitable slot for one of the 
interface cards. The drives could be connected and powered up, but the cards 
were not recognised by the PC. No suitable drivers were available and so the disks 
could not be read.  

The decision was made to discard the media as other versions of the data were 
available in readable format, so the small risk of wanting to review this raw data 
was not worth the effort and cost of trying to read the disks.  

This example demonstrates that despite a considerable effort to retain everything 
that was considered necessary to run the system, the records became unreadable 
in a relatively short time without proper planning for their preservation. 

 

There may be circumstances in which it is necessary to archive software and 
hardware, but because they age relatively quickly and become progressively more 
difficult to run on demand, it is better not to rely on this as an archive strategy. 
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Rather, it is recommended to capture [certified] copies of the records while the 
software is still working and support is available. 

If it is decided to archive software, it is essential also to retain the accompanying 
system documentation, user manuals, installation instructions and technical 
documentation with the archived software. Consideration should also be given to 
the licensing arrangements. 

One option to store a working system is to virtualise the computer image and then 
run the virtual computer on a platform that can be upgraded. The virtual image 
encapsulates the operating system and all dependencies, while the virtualisation 
software provides the interface with the physical system that the virtual system is 
running on.  

The computer image is a file and can be archived until it is needed.  There are risks 
with this approach, such as your dependency on the future support of the 
virtualisation software, but it can extend the working life of the software. 

6. Electronic Archive Processes 
Planning, implementing, and operating a successful and sustainable electronic 
archive is not a stand-alone activity. Rather, it should be considered an integral 
component in a process of continual improvement that aims to ensure that the 
measures used in the archive remain appropriate and proportionate for the digital 
records being held and the purpose(s) for which they are being retained. There is no 
“one-size-fits-all” solution and the measures employed by one organisation will not 
necessarily be the same as those employed by another.  

Whatever the approach adopted, it should be consistent with other standards and 
good practice followed by the organisation (e.g. ISO 27001 and ISO 9001), and  

 be aligned with business objectives;  
 be based on continual improvement; and 
 match regulatory requirements for risk-based approaches. 

It is important for the Archivist to be able to  

 objectively and quantitatively assess current capabilities; 
 establish what needs to be done to meet the mission and objectives; and  
 measure and record progress.  

6.1 Frameworks and Models 

The digital preservation and archiving community has developed several assessment 
frameworks and maturity models that help substantially in these areas. Maturity 
models are particularly useful because they provide a clear set of steps that an 
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archive can follow to establish and then improve digital archiving capabilities (see 
Appendix 1).  

Self-assessment and the use of maturity models can be complemented by the use 
of Trusted Digital Repository assessments and audit frameworks that require 
independent validation that an archive adheres to recognised good practice or 
standards (see Appendix 1). 

Following maturity models and a programme of assessment and audit, it is possible  

 to be confident that the archive has appropriate measures in place; and  
 to provide evidence to inspectors that recognised good practice and 

standards have been followed. 

Archivists could start by using simple models and assessment frameworks, e.g. DPC 
Rapid Assessment Model (“DPC RAM”) and The National Digital Stewardship 
Alliance Levels of Digital Preservation (“NDSA Levels”) before moving on to consider 

 whether a full OAIS solution is necessary; and 
 whether the organisation should undergo associated auditing using tools such 

as CoreTrustSeal or ISO 16363.  

The Open Archival Information System Reference Model (ISO 14721:2012) provides 
a useful framework for determining the processes and requirements necessary for 
the development and operation of an electronic archive.  

The model was originally developed by NASA to better preserve its electronic 
information, but is relevant to all types of electronic archives, the principles applying 
to all electronic content, software, applications, and systems. 

 
 
The figure above is a representation of the OAIS model modified 
by HSRAA to incorporate elements of a typical record lifecycle.  
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6.2 Recommendations 

For clarity, the recommendations below are organised according to the schematic 
above. 

6.2.1 Create and Use Content 

This stage commences at the point of record or data capture or generation. 

Electronic records and data are processed in a wide variety of formats in diverse 
systems that differ considerably in complexity e.g. 

 Document Management Systems; 
 Data processing applications;  
 Analytical equipment;  
 Data recording devices;  
 Network share drives; or   
 e-mail systems. 

Good Practice 

1. Create information in formats that support future use and provide longevity. 

2. Capture relevant PDI to record identity, source, context, and content of the 
record. 

3. Define a process to govern the lifecycle of those electronic records from 
generation to archiving. The process should ensure compliance with data 
integrity requirements in order to preserve provenance, integrity, accessibility, 
readability, and (where required) usability. 

6.2.2 Ingest Content 

This stage can commence once the electronic record is ready for archiving.  

Electronic records and data identified for archiving may need to be converted either 
prior to archiving or as part of the archive ingestion process. 

Good Practice 

1. Ensure that the electronic archive is structured to facilitate the retrieval and 
preservation of the records.  

2. Identify the electronic records and associated metadata to be archived. Retain  

a. only records that require continued retention as specified in the records 
retention schedule; and 
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b. only metadata that are required for the ready retrieval of the records 
and for data integrity purposes (PDI). Note that not all metadata are 
relevant in the long-term e.g. workflow audit trails for finalised 
documents.  

 
3. Understand how, and the purposes for which, the records may be retrieved in 

future: this will assist in determining 

a. acceptable file formats for archived records; 
b. appropriate metadata requirements; and 
c. required descriptive information.  
 

4. Define a process to govern the conversion and/or migration of electronic 
records from the originating system to the archive system. That process 
should ensure compliance with data integrity requirements in order to 
preserve provenance, integrity, accessibility, readability, and (where required) 
usability. 

5. Determine the most appropriate handover from the business owner to the 
archivist. 

6. Capture chains of custody evidence to confirm success of the transfer 
process(es): dependent on the complexity of the transfer process this may be 
a simple count of the size and number of records transferred or may include 
data sampling. 

When using automated electronic archive processes, the principles defined above 
should still apply. These are usually defined and applied during set-up of the 
transfer system. 
 
In all circumstances the involvement and assistance of responsible IT staff will be 
necessary to complete the archiving process and to ensure that it continues to 
comply with regulatory requirements. 

At this point, the records are considered to have been archived and passed to the 
control of the Archivist. 

It is essential that all information necessary for future retrieval and use of the 
records has been captured. This should be ensured and validated through tests to 
confirm that records passed to the archive can be used independently of the source 
systems and contributors. 

6.2.3 Preservation Planning 

Planning should be employed throughout the duration of the life of the electronic 
archive and the records stored within it. 
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Good Practice  

1. Assess systems that generate or process electronic records to determine their 
archive capabilities using NDSA Levels of Preservation or DPC RAM (see 
references).  

2. Ensure that the electronic archive preserves dynamic features (e.g. hyperlinks, 
formulas) as well as appearance, where these are considered important 
features and / or essential to an understanding [of the context] of the record. 

3. Ensure that procedures are in place to maintain the integrity of the archive 
system and the records in it e.g. 

a. periodic checks to monitor the conditions of the archive system and the 
records in it to confirm that there has been no deterioration of the 
storage media and that bit level degradation has not occurred; 

b. measures to mitigate the risk of loss of expertise with technologies 
(software, hardware, operating system etc.); and 

c. where appropriate, mechanisms for converting and migrating electronic 
record formats and / or systems that are approaching “end-of-life”. 

 
4. Ensure that the electronic archive is subject to back-up. 

5. Ensure that robust business continuity plans and disaster recovery plans are 
clearly defined, established, and tested.  

6. Ensure that the mechanisms for closure and transfer of the electronic archive 
(or contract cessation where outsourced) are defined and established. 

7. Ensure alignment with the organisation’s records preservation plan. 

6.2.4 Data Management 

Data management activities persist throughout the duration of the life of the 
electronic archive and relate to the records stored within it. 

Good Practice 

1. Ensure that procedures are in place to govern  

a. (where outsourced) the archive service performance and provision, 
which should be monitored against service level agreements; 

b. the identification of electronic records in formats and systems that are 
approaching “end-of-life”; and 

c. the records of access, retrievals, deletions, and disposals. 
 

2. Ensure that the search capabilities and quality of the PDI permit effective 
retrieval of the archived records.  
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6.2.5 Archive Storage 

This stage commences once the electronic records have been archived and passed 
to the control of the Archivist.  

Although the Archivist has custody of the archived records, responsibility for the 
installation, operation, maintenance, and performance of the archive system will 
normally lie with the responsible IT staff.  
 
Where the electronic archive is provided by a third-party contractor, the process for 
managing and maintaining the electronic archive should be agreed with, and 
monitored by, the Archivist.  
 
Good Practice 

1. Throughout the records lifecycle, electronic records should continuously be 
organised and stored in accordance with the organisation’s classification 
scheme. Records should not be re-organised at the point of archiving. 

2. Ensure mechanisms are established to  

a. maintain integrity, accessibility, readability, and (where necessary) 
usability of records; 

b. secure records from unauthorised access; and 
c. protect records from intentional and unintentional modifications and 

loss.  
 

3. Ensure a stable storage environment in terms of infrastructure, software, 
application, etc 

4. Ensure appropriate back-ups are in place.  

6.2.6 Administration 

Administration activities persist throughout the duration of the life of the electronic 
archive and relate to the archive system. 

Good Practice 

1. Ensure that the responsibilities for the operation of an archive and the role of 
the Archivist are clearly defined and established.  

2. Ensure that the identity and roles are clearly defined for the responsible 
business owners and IT staff. 

3. Ensure that procedures are in place to govern and monitor security of the 
electronic archive – to prevent physical damage or hacking attempts. 
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6.2.7 Manage Access 

Access control should be employed throughout the duration of the life of the 
electronic archive and relate to the archive system and the records stored within it. 

Good Practice 

1. Define what is meant by access to records in the electronic archive. In an 
electronic environment, multiple levels of access are possible. Each level of 
access has associated with it a combination of roles. Typical examples are 
shown below. 

a. Consumer (read-only) Access 
The ability to search for, and to view, records in read-only mode (NB The 
ability to view records only is not regarded as a loan). It should not be 
necessary to maintain a log of records viewed in this way, although most 
archiving systems generate an audit trail of any action.  

 

b. Archivist Access 
The ability to submit records to the electronic archive, along with 
appropriate PDI, but not to modify already archived records. The ability 
to modify metadata such as legal hold, retention dates, and other 
Preservation Descriptive Information. (NB A modified record must be 
saved into the electronic archive as a new record and a record of any 
changes maintained.)  

 

c. Business Administrator Access 
The ability to modify the configuration such as pick lists and user access 
permissions.  Business Administrator Access should be further limited to 
a very small number of highly responsible individuals, and its use 
restricted to limited well-defined circumstances. 

 

d. System Administrator Access 
The ability to make technical modifications to the electronic archive, but 
not modifications to the records and metadata within it, such as 
changing disks, server patching. This is generally the access granted to 
the IT department or a third-party contractor providing an electronic 
archive e.g. cloud solution. Such activities may be subject to a formal 
change control process. 
 

e. Regulatory Inspector Access 
A special case of Consumer Access. In GCP regulations, inspectors 
require the ability to search an e-TMF for records in read-only mode and 
also to attach notes and comments.  
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2. Ensure that procedures are in place to govern and monitor who has access to 
records in the electronic archive e.g. through the use of log-on records and 
audit trails. 

3. Ensure that the electronic archive is controlled by the Archivist through the 
appointment of (a) System Administrator(s) and accompanying access rights; 
this may be achieved through procedural controls (e.g. SOPs) and logical 
controls (e.g. the use of authenticated log-on). This will ensure that archived 
records cannot be modified, moved, or destroyed without appropriate 
authorisation. 

6.2.8 Destroy Content 

Destruction occurs only once records are no longer required to be retained for 
operational, legal, regulatory, commercial purposes. 

Records should be retained for the period(s) specified in the organisation's records 
retention schedule which have to be compliant to all corporate as well as legal and 
regulatory requirements. 

With electronic records, it is important to realise that simple deletion will not 
normally destroy the records. When they are deleted, the normal approach is to just 
mark the area of disk containing the records as free space which will eventually be 
overwritten by new files.  There may also be copies held in backups. 

The method of destruction should ensure that the record cannot be recovered. Such 
methods include (in increasing order of effectiveness): 

 Overwriting i.e. the use of specialist software to overwrite records several 
times.  

 Removal of the encryption key i.e. for use only with records that are 
encrypted. For confidential or commercially sensitive records, more durable 
means of destruction are recommended. 

 Degaussing i.e. the use of magnetic fields to scramble data on media devices  
 Physically Destruction i.e. the use of mechanical means such as crushing, 

pulverisation, shredding, or disintegration to permanently destroy computer 
media and hardware.  

 
Good Practice 

 
1. Define the method of destruction to be used. Where practical, destroy any 

copies of electronic records due for destruction that are held on back-up 
tapes (NB Back-ups maintained solely for the purpose of disaster recovery are 
generally considered an inaccessible format and may be “out-of-scope” for 
discovery orders in litigation. Based on risk assessment, it may be considered 
acceptable that records stored on back-ups are destroyed in line with the 
regular back-up cycle).  



Guide to Archiving Electronic Records 

Page 31 

2. Retain a record of destruction that lists the records destroyed: the record of 
destruction should confirm  

a. the method and timing of destruction;  
b. that destruction complied with the records retention schedule;  
c. the individual or entity who performed the destruction. 

 
3. Ensure that procedures are established to accommodate the permanent 

removal of records from the electronic archive for instances such as: 

a. transfer of ownership to another organisation; or 
b. migration from the electronic archive to another location. 
 

4. The release of records from the archive under such circumstances should be 
documented and approved by Management. Following the transfer of 
electronic records from the archive, the organisation’s record deletion policies 
and procedures should be followed. 

7. Preservation Strategy  
A digital preservation strategy typically comprises five elements 

1. a preservation plan (to define the course of future action); 
2. a preservation policy (to establish procedures, processes and rules); 
3. a preservation strategy (to develop ideas on how to achieve goals); 
4. an implementation period; and 
5. a monitoring and evaluation regime. 
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The overall objectives of the Digital Preservation Strategy are to  

1. consider scope and priorities based on a measurable rationale, i.e. to 
preserve knowledge, protect commercial interests, maintain evidence, 
ensure regulatory compliance; 

2. consider governance frameworks, including roles, responsibilities, resource 
commitments, and strategic alignment / relationships with other policies  

3. assess computer system validation requirements, including (where 
required) systems interoperability and dependencies; 

4. address the challenges presented by conversion and migration, i.e. the 
preservation of accessibility, readability, usability, as well as content, 
context, and the integrity of records throughout the duration of their 
retention period; and 

5. establish technology watch measures to monitor and protect record 
formats, software, hardware, and operating system from against 
degradation and obsolescence, including the archive system itself (which 
may require future upgrade or retirement). 

A good general resource for digital preservation information is the Digital 
Preservation Coalition Digital Preservation Handbook (see references). 

8. Summary 
An electronic archive must be carefully planned and an accompanying digital 
preservation strategy defined, implemented, and tested. Ideally, planning for long-
term archiving should be part of the considerations made during the creation of 
records, the selection of any new technology, and defined during the process of 
implementation. 

The aim of a digital preservation strategy should be  

 to develop and achieve consistent approaches to the management of archived 
electronic records;  

 to identify the actions required to ensure the active preservation of records so 
that they remain accessible, readable, and (where required) usable throughout 
their required period of retention; and 

 to follow recognised good archiving and preservation practice and verify / 
validate through self-assessment or audit/certification.  

Without a digital preservation strategy or plan it is unlikely that the electronic 
archive will be fit-for-purpose or meet regulatory requirements. 
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A digital preservation plan should be developed by the Archivist in collaboration 
with Information Technology specialists. The Archivist is ultimately responsible for  

 the plan; 
 ownership of the archiving process; and  
 custody of the archived records. 

Information Technology staff should be consulted for their technological expertise 
to advise on good practice and risks. 
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Understanding the issues specific to the preservation of digital records. 
Development of a preservation plan. Safeguarding digital records over time with 
confidence. 
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9.34 ISO 14721:2003 (“The OAIS Standard”) 
The OAIS standard is considered the optimum standard to create and maintain a 
digital repository over a long period of time. 

9.35 Library of Congress: Sustainability of Digital Formats. 
https://www.loc.gov/preservation/digital/formats/sustain/sustain.shtml  

9.36 MHRA GXP Data Integrity Definitions and Guidance for Industry Mar 2018. 

9.37 National Archives (USA) – Table of acceptable file formats. 
https://www.archives.gov/records-mgmt/policy/transfer-guidance-tables.html  

9.38 National Digital Stewardship Alliance (NDSA) Levels of Digital Preservation 
(https://ndsa.org)  

9.39 Nestor Seal for Trustworthy Digital Archives, available from the Nestor website 
(https://www.langzeitarchivierung.de) 

9.40 OECD Principles of Good Laboratory Practice.  
OECD Series on principles of Good Laboratory Practice and compliance 
monitoring, Number 1. ENV/MC/CHEM(98)1 

9.41 OECD GLP Monograph No. 15. 
OECD Series on Principles of Good Laboratory Practice and Compliance 
Monitoring no. 15: Establishment and Control of Archives that Operate in 
Compliance with the Principles of GLP (published in 2007). 

9.42 OECD GLP Monograph No. 17. 
OECD Series on Principles of Good Laboratory Practice and Compliance 
Monitoring no. 17: Application of GLP Principles to Computerised Systems 
(published in 2016 

9.43 PIC/S PI 041-1 
Good Practices for Data Management and Integrity in regulated GMP/GDP 
environments, guidance for inspectors (Draft 3, 2018) 

9.44 SAG Scientific Archivists Group. Guidance on the Archiving of Good Clinical 
Practice Records. ISBN 978-0-9557659-0-2 

9.45 Software Independent Archiving of Relational Databases -SIARD Suite, Swiss 
Federal Archives website under Archiving, Tools. 
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Appendix 1 - Trusted Digital Repository Resources 
The following are recommended resources for self-assessment of archives and processes. 

Maturity Models 
10.01 National Digital Stewardship Alliance Levels of Digital Preservation   

A simple one-page guide with four levels of good practice that covers functional 
areas of archiving such as storage, integrity, control, metadata and content. 

10.02 The Digital Preservation Capability and Maturity Model 
Provides 5 levels of maturity for 13 capability areas that cover all aspects of 
digital preservation infrastructure and services.  DPCMM is notable by defining 
the minimum necessary to be considered conformant with OAIS. 

10.03 The Digital Preservation Coalition Rapid Assessment Model 
A new resource from the DPC based primarily on a maturity model published by 
Adrian Brown of the Parliamentary Archives and builds upon other maturity 
models including the NDSA levels and DPCMM. DPC RAM is notable by being 
designed to be simple to use and includes a self-assessment worksheet and 
graphical analysis. 

Self-Assessment Tools 
10.04 CoreTrustSeal 

An international, community based, non-governmental, and non-profit 
organization promoting sustainable and trustworthy data infrastructures. CTS 
provides a light-weight process for certifying digital repositories using a 
combination of self-assessment followed by peer-review by community 
archiving experts. 

10.04 Nestor (Nestor-Seal DIN 31644) 
Provides an extended certification that builds on CoreTrustSeal with a more 
detailed self-assessment model.  Whilst a primarily German standard, there is a 
lot of detailed and useful guidelines on what is expected from a conformant 
repository in the accompanying explanatory notes. 

10.06 ISO 16363 Trusted Digital Repositories (ISO 16363 TDR) 
A standard for formal certification of repositories against the OAIS reference 
model. The standard is targeted at auditors but includes detailed information on 
what should be present in a conformant archive and hence provides useful 
guidelines even if an organisation does not plan to undertake ISO 16363 
certification. 
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